
 

 

 

 

 

Data protection within the employment relationship 

by Dr. Raluca Oprișiu, LL.M. Eur. Integration, Avocat (Attorney at Law RO) 

The beginning of the year brought a record fine (EUR 10.4 mil.) for a German company due to 
the unlawful video surveillance of its employees.  

Even if in Romania the sanctions imposed in this context are significantly lower, the tendency is 
similar: given the latest technologies, it is more and more difficult to strike a balance between the 
economic interests of the employers and the protection of the employees’ privacy. The pandemic 
and the related remote work and work from home regimes have not made it any easier. We will 
discuss below a sum up of the most important regulations on data processing at work.  

 

Legal basis for data processing within employment relationships  

There is consensus that the consent of the employee for data processing by the employer 
represents no valid legal basis. The reasoning for this is the idea that the employee finds himself/ 
herself in a dependent position and cannot express any free consent. 

Therefore, it must be proven for each case of data processing (including video surveillance) that 
the employer´s legitimate interests are not overridden by the interests or fundamental rights and 
freedoms of the employee. 

 

Verification of the social media profile before and after the employment  

The profiles of potential employees are checked regularly not only via their CVs, but also via their 
social media profiles. This is permitted according to EU regulations only when this is necessary 
and relevant for the position offered and the person concerned was informed about it through the 
job advertisement. In case no actual employment takes place, the data will be deleted 
immediately. 

After the employment, the verification of the employees‘ profiles can no longer be performed. For 
certain positions (for instance spokespersons), this can still be justified. After the termination of 
the relationship with the employee, such monitoring of the profile can still be maintained, for 
example, for the period of time related to a non-compete obligation.  

 

Access to e-mail 

Surprising as it may sound, the employer has access to the professional e-mail address of the 
employee only in exceptional situations, even if the e-mails may be used only for professional 
purposes. In 2017, Romania was convicted by the ECHR in the Barbulescu case, in which an 
employer tracked the internet communication of the employee. 

A personal monitoring of e-mails can be performed for the protection of intellectual property of 
the employer or for preventing the disclosure of personal data by the employee. This happens 
however only when the employer cannot implement any other less invasive app that filters all e-
mails according to keywords, and informs the sender about a potential breach.  

After an employee leaves the company, the e-mail address cannot be kept active or forwarded. 
The address must be deactivated, if possible, immediately, and the relevant content must be 
filtered (at best in the presence of the employee). Business partners must be informed 
automatically that the employee has left the company.  



 

Video surveillance including access  

The fact that video surveillance of its employees is not permitted unrestrictedly within a company 
is shown, among other things, by the fine in Germany mentioned at first. In this case, even the 
argument according to which the video cameras were necessary for preventing offences was 
rejected since, there was no justified suspicion for such. 

In Romania, an employer was similarly sanctioned because he regulated access in the building 
based on biometric data (fingerprints). Such sensitive data can be processed only in exceptional 
cases, for example for accessing security spaces, or as a last resort. Art. 5 of Law No. 190/2018, 
adopted in Romania for applying the GDPR, prescribes for video surveillance that (i) the 
employees are informed in advance about the form and duration; (ii) the trade union/ employee 
representatives are consulted before the implementation (iii) no less invasive mean is possible 
to achieve the purpose and (iv) the duration of the personal data storage may not exceed 30 
days in principle.  

 

Monitoring of GPS devices 

Each employer can definitely argue it is useful to monitor the activity of the employees via certain 
software packages, which, for instance, record keyboard inputs and mouse movements or create 
video recordings. This proves to be however complicated, especially at the moment, since the 
line between private and professional life has become even thinner. Therefore, GPS tracking 
devices should rather be used for the protection of the employees and not for monitoring their 
behavior.  

 

Conclusion and prospects  

In practice there are more and more cases in which employees report unlawful data processing 
by the employer. It remains still a challenge to design each individual processing in compliance 
with the principles of proportionality and data minimization. 
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