
 

 

 

 

Privacy Shield invalidated – What next? 

by Carmen Lupsan, Avocat (Attorney at Law DE) 

 

On the 16th of July 2020, The Court of Justice of the European Union (ECJ) invalidated the Privacy 
Shield. This could have a major direct impact on the business relationships between European 
companies and their US business partners in case personal data is transferred from the EU to 
the USA.  

Context 

According to the General Data Protection Regulation (GDPR), the transfer of personal data to 
recipients in third countries is only allowed if the third country provides an adequate protection 
level for the personal data transferred. 

What is the Privacy Shield? 

In order to ensure this adequate protection level in the USA, the Privacy Shield came into effect 
in 2016. It represents the basis for the transfer of personal data from the EU to the USA. It was 
established after its predecessor, the so-called “Safe Harbor “, had been invalidated by the ECJ 
in 2015. The Privacy Shield is based on the negotiations of the European Commission with the 
US-Trade Ministry, materialized by the Commission’s implementing Decision no. 2016/1250 as 
of 12.07.2016.  

As presented in the implementing decision, the Privacy Shield is based on a system of self-
certification, according to which American organizations undertake to observe a catalogue of data 
protection principles, issued by the US Trade Ministry. Based on this system, personal data were 
transferred from the EU to the USA. 

Invalidation of the Privacy Shields 

The ECJ has now decided that the Privacy Shield provided no adequate protection level for the 
personal data from the EU. The main reason is represented by the regulations of the US-security 
laws granting certain authorities, among other things, the right of access to the transferred 
personal data, without offering the persons concerned applicable rights or effective legal remedies 
against it. 

The consequence of the invalidation is that personal data can no longer be transferred to Privacy-
Shied-certified companies, but alternative methods for ensuring the adequate protection level 
must be applied.   

Standard contractual clauses  

The ECJ did not leave the companies concerned without any alternative at all, but approved 
expressly in its judgment the applicability of standard contractual clauses under certain 
circumstances. 



Standard contractual clauses are provided in art. 46 para. 2 lit. c of the GDPR and represent 
contractual clauses elaborated by the Commission, which must be included unchanged in the 
contract between the data exporter and the data importer. Only in this case, the approval from 
the competent data protection authorities regarding the transfer of data can be skipped. 

However, the use of the standard contractual clauses remains problematic, as the ECJ imposes 
an obligation to the data exporter to determine in each specific case if an adequate protection 
level exists as a matter of fact. This leads in part, to a significant degree of legal uncertainty since 
the criteria for such verification on a case-by-case basis were not ultimately set forth.  

In particular, the application of the standard contractual clauses will probably not eliminate the 
main reason for the invalidation: the US-security laws regulating the obligation of disclosing 
certain personal data are still valid and apply likewise when using the standard contractual 
clauses. Thus, the data importer cannot ensure the adequate protection level set forth in the 
standard contractual clauses. This would theoretically force the data exporter to abandon the 
transfer of data. 

Conclusion 

This decision has significant effects upon the business relationships between companies from the 
EU and the US. On the one hand, they cannot simply suspend their business relationships and 
contractual obligations, but on the other hand, as a result of the legal uncertainty generated by 
the invalidation of the Privacy Shield, they are exposed to risks and penalties. 

Even if the use of the standard contractual clauses ensures no substantial protection, companies 
should make sure that these clauses are used and observed. Also measures such as the data 
minimization should be used now more than ever.  

In addition, depending on each specific case and on the personal data, other verifications should 
also be taken into account, and the related risks should be analyzed and, where possible, 
reduced. This is inevitably linked to the involvement of significant resources. However, the fines 
to be imposed are heavy. We assume that this is only a temporary situation and that the EU and 
the US authorities will find a practical solution. 
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